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Abstract
Incident Management (IM) is the process to prevent, protect, and react to incidents affecting an organization and should be well-defined
to be prepared in case of alerts. To this aim, security standards define guidelines to manage the incidents and the organizations should
comply with them to properly set up a secure-by-design process. Assessing whether an organization is compliant or not with security
standards requires a big effort as the main methodologies are based on manual analysis and leveraging automatic approaches to support
human decisions is challenging. To facilitate this task, we design IMPAVID, a visual analytics solution to support the assessment of IM
process compliance through process mining. The aim is to increase the level of awareness of the security assessor to support her in
making informed decisions about actions to improve IM process compliance with regulatory and technical standards. We evaluate the
proposed system through a usage scenario based on a publicly available dataset containing data from a real IM log of an IT company.

CCS Concepts
• Human-centered computing → Visual analytics; Visualization systems and tools; • Security and privacy → Usability in security
and privacy;

1. Introduction

According to ISO 27035 [ISO13], Incident Management (IM) is the pro-
cess of detecting, reporting, assessing, responding to, dealing with, and
learning from security incidents. Nowadays, it is common for a company
to be involved in different incidents [AHR12], which may impact its
business, reputation, and security. Therefore, it is crucial to be prepared
to timely react and contain incident consequences. If not properly
managed, IM requires a big effort to organize the security procedures
and handle the incidents. Many security standards exist to support
organizations during IM, such as ENISA [Eni23], ISO 27035 [ISO13],
and COBIT [IT 19]. They describe the main phases of performing the
IM process, and the goal of the organizations is to be compliant as much
as possible with such standards to prevent unwanted consequences.

To evaluate compliance, a human assessor compares the actual
process performed by the organization with a reference one provided
by a standard: this activity is usually labeled as process compliance
assessment [dLM17]. The first challenge of performing this task is due
to the lack of standard metrics to measure compliance with standards,
hindering objective decisions and analyses. Moreover, most of the
standards are intentionally general and potentially lead to different
interpretations: this makes it hard to measure how effective and accurate
are human decisions. A final emerging problem is that IM process
compliance is typically performed through interviews and manual
analysis of the collected information, that are mapped to the indications
provided by the reference process model. This implies that human
errors and bias are always possible in each step of the assessment,
as well as different sensibilities from different assessors to similar

situations that may influence the evaluation, beyond the fact they are
typically time and resource-consuming [MCB∗17,FHBM12].

To mitigate these problems, we propose IMPAVID (Incident
Management Process Assessment through Visual Interactive Data
analysis), a visual analytics solution to support process compliance
assessment during IM. It leverages process mining [vdA16] to identify
the deviations of an IM process to the reference one. Differently
from the current literature, this enables the analysis to consider
both compliance and technical aspects of the incidents, allowing
hypothesizing interventions that raise the compliance of the IM process
with a reference standard. This paper contributes the following:

• a collection of analytical requirements extracted from security
standards that informs the design of the proposed solution;

• the design and implementation of IMPAVID for the assessment of
IM process compliance with a reference model;

• the development of a usage scenario on a real dataset showing the
capabilities of IMPAVID during process compliance assessment.

2. Background and Related Work

Process compliance assessment is the evaluation of the compliance of a
process implemented by an organization with a reference one. It is based
on a process log and a reference process model. In the case of Incident
Management (IM), the former collects information about the lifecycle
of the incidents, which is the set of sequential activities performed to
manage the incidents. For each incident, it includes its identifier, the ac-
tivities performed with their timestamps, technical features (e.g., impact,
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category), and the actors who detected, opened, resolved, and closed
the incident [AS12]. Typically, organizations use ticketing systems to
automatically collect this information (e.g., [Ser16]). The latter is the
representation of the IM process described by a security standard (e.g.,
ISO 27035 [ISO13]) in Business Process Modeling (BPM) format (e.g.,
Petri Net [Pet66]). It is easily obtainable through user-friendly modeling
tools (e.g., WoPeD [EF08]). The state-of-the-art in process mining
leverages trace alignment [ASv11,dLM17] to automatically detect the
deviations of a process log from the reference process model. It indicates
for each trace (i.e., incident in the case of IM), the set of activities
non-compliant with the reference model, namely process deviations. In
this paper, we propose a Visual Analytics (VA) solution to support the
IM process compliance assessment by introducing an analytical model
that leverages trace alignment to calculate the non-compliance cost.

Considering VA solutions in the IM domain, many works ad-
dress technical aspects of the incidents, focusing on the response
phase [APS15, NG09, KKG20] and attack tracking [dABM∗18,
FPB∗17]. Other ones put the attention on the IM as a process, as
Gove [Gov21], who designs a narrative visualization for incident re-
ports to give analysts a succinct view of the information contained in
an incident report. Similarly, Novikova et al. [NBS17] present a set of
VA techniques to monitor information security and event management,
including incidents, while Cavalcante et al. [CPS∗12] propose an ana-
lytical tool to characterize the performance and quality of time-bounded
IM systems. While these works are focused on technical aspects of
the incidents, our solution analyzes in-depth the process itself, its com-
pliance with standards, and the relations between incidents. To this
aim, a promising solution to address this problem is the combination
of VA with process mining [vdAdLtH11, Mik21]. Among the works
leveraging this combination, Rasmussen et al. [RER∗10] investigate
two approaches to improve analyst performance on monitoring tasks by
correlating Intrusion Detection System data and defensible recommen-
dations based on learning from historical data. Differently, Knuplesch et
al. [KRK17] present a comprehensive framework for visually monitor-
ing business process compliance under the perspective of time, control
flow, resources, and data. Duan et al. [DZSC18] present an approach
for checking security properties and compliance to represent complex
logic formulas through a visual compliance rule modeling language. Fi-
nally, Angelini et al. [ALS17] propose a VA solution to support security
managers during the assessment based on the NIST cybersecurity frame-
work [NIS21]. Let us note that all these works consider compliance with
specific requirement rules, checking whether they are satisfied or not. In
contrast, they do not provide support to a security assessor during the pro-
cess compliance, as we propose in this paper, through a comprehensive
analysis integrating both technical and compliance aspects of the IM.

3. Requirements collection

In this section, we detail the requirements that are necessary to assess
the IM process. To inform the system design, we first surveyed
the state-of-the-art and collected requirements. We reviewed IM
security standards, which are COBIT CMM (Capability Maturity
Model) [Ins07], ISO 27035 [ISO13], and ENISA [Eni23]. The
assessment requirements collection has been performed jointly with two
security experts who read the standards and extracted all the information
about the IM process compliance assessment. Then, they organized
this information into analytical tasks, identifying four macro objectives

according to COBIT CMM. A third security expert involved in auditing
activities supervised the requirement collection, projecting the human
workflow perspective with her expertise through one specific session.

More in detail, the two security experts have practical experience in
technical incidents and less in the IM process, while the third one was
involved in a feedback session on the document analysis and process
perspective. In the rest of this section, we describe the nine collected
requirements organized into four objectives according to the process
management lifecycle: prerequisites, process capability, quality control,
and management information.

Prerequisites. As a first objective, the assessor must check whether
the information used for the assessment is trustworthy and complete.
She defines the goals of the assessment and the IM activities that must
exist to be compliant with security standards. To do so, the assessor
analyzes the percentage of the incidents under analysis and the available
resources to guarantee that the amount of evidence is enough to perform
the assessment.
RQ1 - The system must provide the overview of the analyzed incidents,
their impact, and the reference model to comply.

Process Capability. The second objective involves causal analysis to
assess what an IM process ought to include and what it is missing. The
scope of this step is the analysis of the internal implementation of the
process and goes into the detail of the executed IM (RQ2). To do so, the
assessor analyzes how the process evolves and which are common IM
executions (i.e., process patterns) adopted by the organization (RQ3),
identifying some common behaviors.
RQ2 - The system must support the analysis of the IM evolution over
time (temporal analysis);
RQ3 - The system must support the classification of the incidents based
on the IM process execution.

Quality Control. The next objective is to check the process quality,
measured through suitable metrics. To this aim, we leverage the
fitness [ASv11,dLM17] that is a trace alignment metric, expressed with
a value between 0 (no log activity matches with the target model) and
1 (all log activities match the model), and measures the overall number
of deviations in the log. In combination with the fitness, we designed an
analytical model (see Section 4.1) to measure the non-compliance cost,
quantifying the impact of the problems affecting compliance (RQ4).
Beyond these metrics, the assessor checks that all incidents are resolved
and closed (RQ5) together with the common process patterns (RQ6).
RQ4 - The system must support the identification and analysis of the
main causes of non-compliance;
RQ5 - The system must support the identification and analysis of
resolved/closed incidents;
RQ6 - The system must support the identification and analysis of
possible incident patterns.

Management Information. The last objective is the analysis of
incident details, with a particular focus on critical non-compliant
incidents (RQ7). The assessor highlights the weakest parts of the IM
process in terms of compliance (RQ8) in comparison to the reference
process (RQ9), focusing on single incidents when needed. This is a
crucial aspect to support decisions aimed at improving the IM.
RQ7 - The system must support the identification and analysis of the
details of the most critical deviations;
RQ8 - The system must support the identification and analysis of
incidents impacting compliance the most;
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Figure 1: Overview of the IMPAVID system.

RQ9 - The system must support the exploration of the process quality
in terms of fitness and cost metrics.

4. The IMPAVID system design

The IMPAVID system is developed using web technology and designed
to support a security assessor during the IM process compliance
assessment. In this section, we describe the visualization design
that supports the collected requirements. The system is available at
https://github.com/Ale96Pa/IMPAVID.

IMPAVID is composed of four horizontal panes, from top to bottom.
Each one addresses one assessment objective according to analyzed
IM standards, thus structurally guiding the user during the assessment.
Thus, the analyst can analyze one pane at a time, or even different users
analyze different panes (as typically happens in Security Operation
Centers). This reduces the potential cognitive overload of analyzing
all the panes together.

The Overview Pane (Fig. 1-A) reports the overview of the whole
assessment, highlighting aggregated scores (i.e., the number of selected
incidents and their variants, the average fitness and cost) for the most
important metrics (e.g., percentage of incidents under analysis, amount
of different trace variants). These metrics are accompanied by colored
bars encoding how good they are (i.e., from green if the metric presents
a good score to red if the score alerts the attention of the assessor),
adaptable to a color-blind safe scale. In the right part of the pane, there
is an interactive state diagram representing the reference process model,
always visible during the assessment, showing the control flow of the

expected IM activities. It can be zoomed in for large diagrams. The
overview pane provides the overall compliance of the IM process under
scrutiny (RQ1). We encoded each activity with a different color as well
as each type of deviation (i.e., missing, repetition, and mismatch), while
the light blue color was chosen for neutral elements (i.e., not requiring a
specific encoding). When the number of activities is particularly conspic-
uous to assign one color for each, it is suitable to batch them and assign
to the group a color (e.g., grouping by similar functionality). These
colors are coherent within the whole system and visually coordinate the
different visual representations of the same entities in the different panes.

The second pane is the Execution-Analysis Pane (Fig. 1-B). It allows
to explore and study the most frequent IM processes and their compos-
ing activities. It reports the unique process executions (represented as
a sequence of activities [RPC∗00]) on the left, sorted by the number
of times they occur. This view allows for exploring and identifying the
most common process executions (sequences of activities) of the IM
process. Given the importance of classifying the incidents based on their
execution (RQ3), we use blue bars on the left to distribute the trace
variants, followed by the sequence of activities of the corresponding
execution with colors coherent with the reference process model view.
On the right, the temporal analysis is represented through a line chart
showing the distribution of active incidents (on the y-axis) over time (on
the x-axis). This view uses the focus+context paradigm [Fur86,SA82],
in which the whole distribution is always present in the lower part (con-
text), while the upper part highlights only the selected period (focus)
through horizontal brushing on the context. This supports the analysis
of the IM evolution over time, identifying potential critical periods for
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occurrences and recurring sequences of activities (RQ2).
The third pane is the Deviation Pane (Fig. 1-C). It supports the as-

sessor in analyzing the deviations of the executed process from the
reference one, using the analytical model (see Section 4.1). On the left,
there is an interactive legend working as a filter for error categories
(i.e., missing, repetition, and mismatch) and activities (e.g., detection,
activation, awaiting, resolution, and closure). In the middle, a horizontal
composite stacked bar chart represents how much each deviation is
present (top bar) and its breakdown by composing activities. In this way,
it provides a view of the main errors affecting the process (RQ4) and
the distribution of the corresponding activities (RQ5). The incidents
distribution view completes this pane on the right. The distribution is
represented as a horizontal “tape” to allow a continuous scrolling view.
It comprises single activities aggregated by incident trace, enabling the
analysis of both the distribution and the sequence of incident executions
(RQ6). Blue bars indicate the distribution of the incidents in five periods,
equally sampled from the process history [RPC∗00]. By clicking each
bar, the sequence of incident executions sorted per time appears below.

The last pane is the Incidents Pane (Fig. 1-D), supporting the detailed
analysis of the incidents. It is composed of four views that, from left
to right, progressively increase the level of detail. The first one is a
horizontal stacked bar chart of the occurred incidents, with deviation
breakdowns, sorted by the number of deviations. Its goal is to prioritize
intervention on incident traces presenting the highest number of devia-
tions (RQ7). The second chart is a RadViz plot [ABL∗21], representing
the distribution of the incidents according to the IM log features, that
analyzes the most influential features for identifying common patterns
(RQ8). These features are not part of the process compliance analysis
but are technical features of each incident (e.g., impact, priority, etc.).
Its goal is to allow analysis of incident similarity for groups of inci-
dents with similar deviation distribution. The third visualization is a
combination of a violin plot [HN98] and a bar chart for fitness and non-
compliance cost metrics. The violin plots give two different insights: on
the left, the spread of incidents related to the fitness (on top) and cost
(on bottom) metrics (RQ9), and on the right, their current distribution
by error type (RQ7). The bar chart of the cost reports the impact of
each error category on the total cost of each incident, providing fine-
grained information on the most impactful deviations. The last chart is a
combination of parallel coordinates [ID91] and a bar chart. The parallel
coordinates are highlighted in red to show the categorical features of
the selected incidents, while the bar chart shows the distribution of the
different types of incidents. The points in radviz and violin plots have
the same color encoding representing the non-compliance cost as in the
first pane (i.e., from green, meaning a good score, to red meaning a
bad one). All the views are interactive to filter the analysis for specific
incidents by brushing axes or selecting elements.

4.1. Dynamic Deviation Cost Analytical Model

We assess the non-compliance cost of the IM process with an analytical
model based on process deviations designed as follows [AAB∗22]:

Step 1. We define three error categories to distinguish the different
causes of non-compliance. They are: (i) missing activities, i.e., errors
in which some necessary activities are missing in the log (e.g., missing
detection due to hidden attack); (ii) repeated activities, i.e., errors due
to the repetition of the same activity more than once in the log (e.g.,
multiple resolutions due to complex management); (iii) mismatching
order, i.e., errors due to the wrong sequence of activities execution

(e.g., closing an incident before opening it). The rationale for these
definitions is to capture all possible deviations that may arise during
an IM process [AAB∗22].

Step 2. The second step consists of assigning weights to each
deviated activity to represent the penalty it provides to the IM. For
example, an assessor may know that missing detection could be a
deviation due to a cyber attack the analyst cannot detect (e.g., hijacking
or man-in-the-middle attacks). S/he can determine such deviation as
much more severe than missing closure, which may indicate that the
service desk just forgot to flag the incident as closed. More formally,
we will use the following notation: the reference model is composed
of a combination of N different events (i.e., the number of different
IM process activities) E1,...,EN , while I denotes an incident in the log,
composed by a combination of E1,...,EN , with |I| being the number
of activities in I. Let H(Ei) be equal to 1 if the activity Ei is missing
in I and 0 otherwise, let rEi and mEi be the number of times the activity
Ei is consecutively repeated and mismatched respectively. Then, the
non-compliance cost of an incident I for each error category is:

miss(I)=∑
N
i=1αi ·H(Ei)

rep(I)=∑
N
i=1βi · rEi

|I|
mismatch(I)=∑

N
i=1γi ·mEi

|I|

(1)

where αi, βi, and γi are parameters to weight missing, repetition, and
mismatch errors respectively, for each activity Ei. The assessor can
dynamically change this parameterization to try different hypotheses for
deviation costs and compare multiple runs, looking for the most fitting

Step 3. Once each incident has associated a non-compliance cost
for each of the missing, repetition, and mismatch deviations, the last
step combines them to determine the incident non-compliance cost. We
use a linear combination of the errors’ cost resulting in:

costNC(I)=wm ·miss(I)+wr ·rep(I)+ws ·mismatch(I), (2)

where wm,wr, and ws are weights for missing, repetition, and mismatch
errors respectively. Notice that the assessment model is parametric
in the error weights, and the assessor must manually assign different
severity levels depending on the context and her expertise. While the
error categories are encoded in all the panes and explicitly listed in the
filter selection of the Deviation pane, the assessor can examine the cost
of non-compliance in the Overview pane for assessing the overall status,
and in the Incident pane for analyzing the cost of individual incidents.

5. Usage Scenario

To show the capabilities of IMPAVID to support security assessors,
we provide a usage scenario of an IM process compliance assess-
ment with ISO 27035 standard [ISO13] using a publicly available
log including real data of an IM process from the audit system of the
ServiceNowTM [Ser16] platform used by an IT company [AFRP19].
It contains 141,712 events organized in 24,918 incidents and for each
event, 32 descriptive attributes there exist related to the incident process
(i.e., number of updates during the incidents), classification (i.e., cate-
gories of the incident), and diagnosis (i.e., impacts).

Step 1. Starting from the overview (Fig. 2-step 1), the assessor sees
that she loaded the full log (24,918 incidents), which has an average
fitness of 0.719 and non-compliance cost equal to 0.102. This informs
the assessor that the IM process is not fully compliant with ISO 27035,
although the situation does not seem necessarily critical at this stage.
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Figure 2: Illustration of the usage scenario demonstrating a workflow of IM process assessment.

The assessor spots that there are 1827 different ways in which incidents
have been managed by the organization. This means that on average
7.2% of the incidents have the same process execution, communicating
too high heterogeneity and the presence of multiple deviations.

Step 2. The assessor analyzes the most frequent process variants in
detail (Fig. 2-step 2). She discovers that the most frequent traces are
non-compliant with ISO 27035: 13% (3238) of the incidents missed the
detection phase, 12.4% (3099) missed the activation phase, and 7.2%
(1796) missed both of them. The assessor selects them to continue the
analysis. This means the organization tends to fail at the initial steps of
the IM, therefore consequences can be propagated in the process.

Step 3. To further investigate the causes for non-compliance, the as-
sessor shifts to the Deviation analysis (Fig. 2-step 3), which reports that
18,438 activities are missing (m), 26,593 are repeated more than needed
(r), and 2563 are mismatched (s). In all cases, most of the problems are
caused by the detection (blue bars) and activation (green bars) activities,
which are confirmed to be the most critical parts of the process.

Step 4. At this point, it is necessary to study how the process evolves
over time to study the propagation of the identified problems. The asses-
sor focuses on the Temporal Analysis (Fig. 2-step 4, top) showing the
trend of active incidents during time. From the line chart, the first period
was affected by thousands of incidents reaching peaks of 6500 incidents
per day. In the last part, the incidents are less than hundreds per day. This
means that either the organization improved its process or that the last
period was less critical for the IT applications. Thus, the assessor selects
the incidents that happened in the first 90 days to interpret the peak
of the temporal analysis: looking at the Sequence analysis (Fig. 2-step
4, bottom), she discovers that the number of activities needed for the
IM process was increasing over time. This explains the reasons for the
initial peak, which is due to the bad management of the first incidents,
causing a delay in the next ones.

Step 5. To further analyze the problematic incidents, the assessor
selects the lowest fitness values from the violin plot on top (Fig. 2-step
5) to analyze the less compliant incident processes. From the correspond-
ing analysis of the non-compliance cost (Fig. 2-step 5, bottom), she
discovers that the errors due to missing activities are rarely very costly,
but they affect most of the traces with a mean cost of 0.1; the repetition
error occupies a greater part of the bar chart with an average cost of 0.4,

resulting in a moderately costly error; finally, the mismatching errors are
rare but very costly, reaching peaks of 0.7 in the most critical incidents.
Selecting the incidents with the highest cost, the assessor identifies 102
incidents, which cumulatively weigh the most for the non-compliance
cost. She identifies a sub-group of process traces that mostly affect non-
compliance, passing from 24,704 to analyze due to the fitness metric to
102, and a second sub-group to analyze later (moderate cost, 478 traces).

Step 6. Thanks to this reduced number, the assessor can conclude
the analysis by studying the types of incidents that significantly affect
the process compliance to check for root causes in the type of incidents
(e.g., phishing, DDoS) and their impact (Fig. 2-step 6). Since the log
contains real data, it is anonymized for privacy issues, and it reports
category IDs referred to incident types. For example, Category 26 in
Fig. 2-step 6 may correspond to incidents caused by phishing attacks
(which are the most common ones). A possible mitigation action would
be investing more resources to train employees in recognizing phishing
decoys (e.g., fake emails). With the mitigation applied, the assessor
observes a reduction of the non-compliance cost from 0.102 to 0.065
and can repeat the analysis (eventually with different filters) to further
enhance compliance.

6. Conclusions

This paper presented IMPAVID, a VA solution that supports security as-
sessors during IM process compliance. It integrates an analytical model
to measure the non-compliance cost that prioritizes the most critical non-
compliant incidents. The visualization design has been informed and
led by the collection of nine requirements from security standards and a
usage scenario demonstrates the capabilities of the system to guide the
assessor to make informed decisions about process compliance. Current
limitations are the missing exploration of the parameters of the analytical
models, which we plan to address through a parallel visual interface,
the involvement of stakeholders in conducting a user study, and the
implementation of guidance means to reduce the cognitive workload.
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